EXPLORE

CODEQT1767LV

What's New in Scripting
GPU Management with
PowerShell and Python

A VMware {code} Session

Tony Foster

Sr. Principal Engineering Technologist — Dell Technologies
#vmwareexplore #CODEQT1767LV




Introduction and Environment

Tony Foster (Wondernerd) vmware verte
=

- Sr. Principal Engineering Technologist by Breaceel

CE

2 e o
UvisoOr

- Virtualized for 19 years

%* 14 YEARS %

NVIDIA Enterprise
Platform

- linkedin.com/in/'wondernerd

Home Lab:

- VVF 9.0 NVIDIA.
' : _ omnissa e
- NVIDIA L4 GPU with vGPU v19.0 d TECH INSIDER
I i ?OA"’UNIW,OMN\?""O@
- Dell PowerEdge R6515* Wondernerd.net

*Not a validated configuration

EXPI ORE All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



Assumptions

- Environment has current generation GPU(s)

- For NVIDIA GPUs:
- Valid support

Current driver installed
vGPU [19.0] or NVAIE

- VCF PowerCLI 9.0
- Python 3+ [3.13.7]
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Agenda

A

Managed Object Direct Path Profiles Other Areas
Browser
VCF PowerCLI
VCF Python SDK
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Suprise!

5 | B The MOB is disabled x | +
O «

C @ QO & 192.168.151.150/mob

The MOB is disabled

The Managed Object Browser on this server is currently disabled

Please, contact your Virtual Infrastructure Administrator to enable it.
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Enable Access to the MOB

1. Enable Bash Shell (and SSH)
2. Backup vpxd.cfg

3. Modify vpxd.cfg
Set:
<enableDebugBrowser>true
</enableDebugBrowser>

4. Restart vpxd
service-control —-stop vpxd
service-control —-start vpxd

5. Open MOB
Refer to KB: 401669

https://knowledge.broadcom.com/external/
article/401669
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It works!

5 | Bl Managed Object Browser X | + v -
O « C @ QO & 192.168.151.150/mob & L & o =2
Home Logout
Managed Object Type: ManagedObjectReference:ServiceInstance
Managed Object ID: ServiceInstance
Properties
NAME TYPE VALUE
capability Capability | capability
content | ServiceContent | content
serverClock dateTime | "2025-07-22T23:41:23.3344467"
Methods
RETURN TYPE NAME

dateTime | CurrentTime

HostVMotionCompatibility[] | QueryVMotionCompatibility

ServiceContent | RetrieveServiceContent

ProductComponentInfo[] | RetrieveProductComponents

Event[] | ValidateMigration

When done, disable access to the MOB
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DirectPath Profiles
VCF PowerCLI

VCF Python SDK
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DirectPath Profiles

DPP Utilization

vSphere Client 2 Administrator@WONDERNERD.LAB v & Q) = vSphere Client 2, Administrator@WONDERNERD.LAB v
@ S| o . y
[ GPU Cluster | i acrions DirectPath Profiles
Policies and Profiles
()] B @ Summary  Monitor  Configure  Permissions  Hosts ~ VMs  Datastores  Networks  Updates & VM Storage Policies
= = @ WM Customization Specificat. X
~ (@ 1921681151150 f | P
o meea Issues and Alarms > DirectPath Profiles Utilization =, Host Profiles
lE miacener B Computs Palldes DirectPath Profiles can capture the configuration of any DirectPath passthrough device in vSphere.
| GPU Cluster performance > VIEW BY DIRECTPATH PROFILES - These DirectPath Profiles can be used across workflows, such as monitoring DirectPath virtual device
[ esx04 wondemerdiocal (il:Storage PolicyiComponents utilization. Only named DirectPath Profiles will show up here. Get started by
& Test config Tasks and Events > | @ The unnamed DirectPath Profiles will be removed from the grid when the VM using that profile is powered off or deleted. To X creating a new DirectPath Profile
& Test
keep the DirectPath Profile in the datagrid, it is recommended to edit the profile and provide a new name and a description.
Resource Allocation >
Don't show me this again
Utilization
SR AL Legend [l Consumed @ [l @ [ Resources protibited (@)
CREATE  EDIT  DELETE
Security
Name T Description ¥ Consumed ¥ Remaining ¥ Maximum ¥ Utilization T Vendor Y Name 24 Description e VCenter Server - Vendor v
vsphere Cluster Services > e - ~
» | NVIDIAL DPPforld4-4  Qinstances  3instances 4 instances Nvidia O » | NVIDiALs-SQ:profile DPP for L4-6G profile @ 192168151150 Nvidia
DirectPath Profiles Util 4-4Qprofile  Q profile
i P 5 | NVIDIA L4-2Q profile DPP for L4-2Q profile B 192168151150 Nvidia
Cloud Native Storage > E » NEW >N NEWVGPUP  1{instance 7instances 8 instan Nvidia
g VIDIAL4-38  rofile in 19.0 » | NEW->NVIDIALA-3B profil  NEWVGPU Profilein 1.0 DPP (= 105100 101100 Nvidia
profile DPP for L4-3 for L4-38 profile B i
B profile DPP for L4-4Q profile 192168.151150 Nvidia
» | NviDIA DPP for L Oinstances 7 instances instances Nvidia
4-2Q pre Q profile
% | NVIDAL DPPforld-6  Qinstances  3instances 4 instances Nvidia
6Qprofile  Q profile
Wanage Colamns | 4itoms
Desetect All 4 tems
A | RecentTasks _ Alarms A | RecentTasks  Alarms

Justin Murry’s Blog: hitps://blogs.vmware.com/cloud-
foundation/2025/06/19/viewing-usage-capacity-for-
virtual-gpus-in-vmware-cloud-foundation-9-0/
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vGPU Utilization

DirectPath Profile Utilization

vSphere Client

1 GPU Cluster | : acrions el @

[0 @ @ Summary Manitar Configure Permissions Hosts VMs Datastores MNetworks Updates
+ [@ 192168151150 . 3 o o
8 > DirectPath Profiles Utilization MANAGE DIRECTPATH PROFILES ] r X
Performance > VIEW BY DIRECTPATH PROFILES
esx04 wondernerd.local
= - Tasks and Everfts > @ The unnamed DirectPath Profiles will be removed from the grid when the VM using that profile is powered off or deleted. To X
o Test config
. keep the DirectPath Profile in the datagrid, it is recommended to edit the profile and provide a new name and a description.
Resource Allogation >

Utilization i

o Legend || Consumed (i) [l Remaining @) [l Resources prohibited () [

idia

Storage Over

Security

Name T Description ¥ Consumed v Remaining ¥ Maximum ¥ Utilization T Vendor T
» NVIDIAL DPP for L4-4 0 instances 3instances 4 instances -. Nvidia
4-4Q profile Q profile

0 4

» NEW --> N NEW vGPU P 1instance 7 instances 8 instances !- Nvidia e
VIDIA L4-3B rofile in 19.0

profile DPP for L4-3 e g
B profile
» NVIDIA L DPP for L4-2 0O instances 7 instances 8 instances -I Nvidia
4-20 profile Q profile

» NVIDIA L DPP for L4-6 O instances 3 instances 4 instances -. Nvidia
4-6Q profile Q profile

Manage Columns ] 4 items

~ Recent Tasks Alarms
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vGPU Utilizatio

n

DirectPath Profile Utilization

Policies and Profiles

I DirectPath Profiles

DirectPath Profiles can capture the configuration of any DirectPath passthrough device in vSphere.

These DirectPath Profiles can be used across workflows, such as monitoring DirectPath virtual device

@ ¢ [ GPUCluster | : acrons | @ VM Storage Fplicies
()] B @ Summary  Monitor  Configure & VM Customizdrion Specificat...
* (T2 IERUE0 Issues and Alarms > Dird [ Host Profiles
2 icenter =
ES-icmnance > [ve By Compute Polifties
% esx04.wondemerdlocal )
o i Tasks and Events > @ e
&% Test config
Resource Allocation > = = g i 5
= a ofhile creating a new DirectPath Profile
Utilization
Storage Overview
Security -
vSphere Cluster Services > GOTIT | Don't show me this again
Cloud Native Storage >
CREATE EDIT DELETE
/:| Name T
O » NVIDIA L4-6Q profile
Vo = z
T i » NVIDIA L4-2Q profile
A | RecentTasks __ Alarms |:| B MNEW --> NVIDIA L4-3B profile
NVIDIA L4-4Q profile
1| Deselect Al
A Recent Tasks Alarms

utilization. Only named DirectPath Profiles will show up here. Get started by

Description T vCenter Server

DFP for L4-6Q profile [@ 192.168.151.150

DPP for L4-2Q profile [@ 192.168.151.150

NEW vGPU Profile in 19.0 DPP = P
for L4-3B profile [@ 192.68.151.150

DPP for L4-4Q profile

(@ 192168151150

Vendor T

Mvidia
Nvidia
Nvidia

Nvidia

4 items
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DirectPath Profile Manager

Managed Object Browser

[Home]> Content - directPathProfileManager

Home | Logout

Managed Object Type: ManagedObjectReference:DirectPathProfileManager
Managed Object ID: DirectPathProfileMgr

Properties

NAME TYPE VALUE

Methods

string | DirectPathProfileManagerCreate

void | DirectPathProfileManagerDelete

DirectPathProfileInfo[] | DirectPathProfileManagerList

DirectPathProfileManagerCapacityResult[] | DirectPathProfileManagerQueryCapacity

void | DirectPathProfileManagerUpdate
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DirectPath Profiles in VCF PowerCLI
List all Profiles

List all DPP specs
= -Id 'DirectPathProfileManager-DirectPathProfileMgr'

VMware.Vim.DirectPathProfileManagerFilterSpec
DirectPathProfileManagerList (Faae) #Set Profile

Output: >
Id ucbsCQSDI13CHGS5b2WGDvEADUCUorM8t
Name . . NVIDIA L4-6Q profi}e e v —— =
Description DPE_) .for L4-60 profile » NVIDIA L4-4Q profile DPP for L4-4Q profile
VendorName Nvidia
DeviceConfig VMware.Vim.DirectPathProfileManagerVmiopDirectPathConfig 5 NEW —> NVIDIA L4-38 NEW vGPU Profile in 19.0 DPP
profile for L4-3B profile
Id 1bQrFoQHGzIfYVVhQtOYZLTLyi2FYGnU 5 NVIDIA L4-2Q profile DPP for L4-2Q profile
Name NVIDIA L4-2Q profile
Description DPP for L4-2Q profile » NVIDIA L4-6Q profile DPP for L4-6Q profile
VendorName Nvidia
DeviceConfig VMware.Vim.DirectPathProfileManagerVmiopDirectPathConfig | Manage Columns |
Id LzYJZ13fbn9zS1li2xwatXrvO7FICWh+z
Name NEW --> NVIDIA L4-3B profile
Description NEW vGPU Profile in 19.0
DPP for L4-3B profile
VendorName Nvidia
DeviceConfig VMware.Vim.DirectPathProfileManagerVmiopDirectPathConfig
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DirectPath Profiles in VCF PowerCLlI
List Specific Profiles

oo List select DPP specs —---—-------—-
SDPP MGREES -Id 'DirectPathProfileManager-DirectPathProfileMgr'
$specls VMware.Vim.DirectPathProfileManagerFilterSpec

_.Names = 'NEW --> NVIDIA L4-3B _profile' #AccePts single string or arrays
EBI3aYES . DirectPathProfileManagerList (Bgae) #Set Profile

Output:
MName T Description T
- - i . == - .
1d : LZYJZ19fbn92S1i2xwatXrvO7FICHh+z Py | NDAS-e0pote DEFsoni. Stk prolle
: -—> - i

Name . . NEW NVIDIA L4 , 3B profile » NEW --> NVIDIA L4-3B NEW wGPU Profile in 19.0 DPP
Description : NEW vGPU Profile in 19.0 profile for L4-38B profile

DPP for L4-3B profile » | NVIDIA L4-20 profile DPP for L4-2Q profile
VendorName : Nvidia
DeviceConfig : VMware.Vim.DirectPathProfileManagerVmiopDirectPathConfig % NVIDIA L4-6Q profile DPP for L4-6Q profile

I Manage Columns |
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DirectPath Profiles in VCF PowerCLI

List profile usage per cluster

SDPP MGREES -Id 'DirectPathProfileManager-DirectPathProfileMgr'
SSpeclS VMware.Vim.DirectPathProfileManagerFilterSpec
.Names = 'NEW --> NVIDIA 1L4-3B profile'

I —

-ViewType ClusterComputeResource -Filter (@{"Name" = "GPU Cluster"]\\1

#vSphere Cluster

VMware.Vim.DirectPathProfileManagerTargetCluster -

TR . CLuster = ERNERENER . MoRet <

VMware.Vim.DirectPathProfileManagerCapacityQueryByName
.Names
.DirectPathProfileManagerQueryCapacity ( , )

Output:

Profile : VMware.Vim.DirectPathProfileInfo
Consumed 1

Remaining )

Max : 8

UnusedReservation : 0

EXPI ORE All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
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DirectPath Profiles in VCF PowerCLI

List profile usage per host

SDPP MGREES -Id 'DirectPathProfileManager-DirectPathProfileMgr'
SSpeclS VMware.Vim.DirectPathProfileManagerFilterSpec
.Names = 'NEW --> NVIDIA L4-3B profile'
#vSphere Host ] m

= -ViewType HostSystem -Filter @{"Name" = "ESX04.wondernerd.local"}~

VMware.Vim.DirectPathProfileManagerTargetHost e
.MoRef <€

VMware.Vim.DirectPathProfileManagerCapacityQueryByName

.Name = .Names m.
EBI3BYEE . DirectPathProfileManagerQueryCapacity (i a it any, aanee)

Output:

Profile : VMware.Vim.DirectPathProfileInfo
Consumed 1

Remaining )

Max : 8

UnusedReservation : 0

EXPI ORE All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
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] | [ vSphere - GPU Cluster - Summ: X [l Test config X { — u] X
[ - C 0B O b 192.168.151,150, t urm:vi luster t jom 1 ) i nm w [0

A
@ ] File Edit Selection View < 25 \ T DD
i ) LORER 0 t_Cluster je.| 1 DPP_Get 1ge.| 1.5_DPP_Usefulness.ps1 X
m B 8 @ 1
o 3 151.15¢ s EXPLORE2025 > 3 efulness.g > .
v PR Datacenter > _pycache__ . .\Connection.psl
() GPU Cluster > venv - : k i Actions
y p $DPP_MGR = Get-View ) Profile ser-DirectPathPre Mo
h jernerd.loc vef-sdk-python i ' _ h 1
) $Spec New-Object VMware.Vim.DirectPathProfileManagerFilterSpec
#YMGRU01 %1 LOFE Lot Frovies pe) $Spec. Name: "NEW NVIDIA L4-3B profile'
N VM_GPU_02 > 1.2_DPP_Filter_Profiles.ps1 : {@}
 VM_GPU_03 : > 1.3_DPP_Get_Cluster_Usage.ps1 $Host View = Get-View -ViewType HostSystem -Filter @{
B VM_GPU_04 2 4_DPP_Get_Host_Usage.ps1
h VM_GPU_05 P4 5_DPP_Usefulness.ps1 $DPP_Target_Entity new-object VMware.Vim.DirectPathProfileManagerTargetHost
i ‘ ! . LDPP_Targe tity.Hos st View.MoRe
h VM 1_DPP_List_Profiles.py $DPP Target Entity.Host $Host View.MoRef
H VM_GPU_( ).2_DPP_Filter_Profiles.py
H VM - il d $DPP_QC = New-Object VMware.Vim.DirectPathProfileManagerCapacityQueryByName
s Dp ¢ ste 3
5 o _DPP_Get Cluster_Usage.py $DPP_QC.Name = $spec.Names
Connection.ps1
* DirectPath_Profiles.py
icelnstance. py $DPP_Usage = $DPP_MGR.DirectPathProfileManagerQueryCapacity($DPP_Target _Entity, $DPI
TERMINAL
Machine=VirtualMachine-vm-3001/VMGuest=/ Python
GuestId : ubuntub4Guest PowerShell ...
ConfiguredGuestId : ubuntub4Guest
RuntimeGuestId : ubuntubAGuest
ToolsVersion W 12.3:8
ExtensionData ¢ VMware.Vim.GuestInfo
GuestFamily : linuxGuest ~
W Recent Task Alarms
O —— The power state is: PoweredOn ~
Task Name v Target The power state is: PoweredOff Y
Initiate guest ¢ hutd  VM_GPU_01 r > OUTLINE
: Bt OV e : T > TIMELINE PS C:\Users\Tony\Documents\Explore2025> U
R ) main ®o Ao @  Ln15Col14 Spacess4 UTF-8 CRLF {)} PowerShel & Q
Initiate guest OS shutd h VM_GPU_03 Completed WONDERNERD LAB\Admini 1 08/23/2025, 9:22:19 08/23/2025, 9:22:20 192.168.151,15¢
! PM PM v
Manage Columns I More Task

H P Type here to search




DirectPath Profiles in VCF Python SDK

List all Profiles

si = host=<>, user=<>, pwd=<>, session
————————————— List all DPP specs —-———————------

= si.content.directPathProfileManager
R = vim.DirectPathProfileManager.FilterSpec ()

_.ListDirectPathProfiles (_) #Set Profile

Output: >

(vim.DirectPathProfileManager.DirectPathProfileInfo) [
(vim.DirectPathProfileManager.DirectPathProfileInfo) {

R MName T Description T
dynamicType = <unset>, - _ =
dynamicProperty = (vmodl.DynamicProperty) [], ' » NVIDIA L4-4C profile DPP for L4-4Q profile
id = 'ucbsCQSDI13CHG5b2WGDvEADuCUorM8t"',

: 5 NEW --> NVIDIA L4-3B | NEW wGPU Profile in 19.0 DPP
rame = 'NVIDIA L4-60 profile’ profie for L4-38 profil

4
description = [DPENECENIASEONPECEINEIN, : » NVIDIA L4-20 profile DPP for L4-2Q profile
'Nvidia’,

vendorName =

deviceConfig = (vim.DirectPathProfileManager.VmiopDirectPathConfig) : % NVIDIA L4-6Q profile DPP for L4-6Q profile
dynamicType = <unset>,
dynamicProperty = (vmodl.DynamicProperty) [], | Manage Columns |
vgpuProfile =

by
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DirectPath Profiles in VCF Python SDK
List Specific Profiles

————————————— List all DPP specs ---—-——————----

= si.content.directPathProfileManager
R IESe = vim.DirectPathProfileManager.FilterSpec ()

R names = "NEW --> NVIDIA L4-3B profile"

_.ListDirectPathProfiles (_) #Set Profile

Output: >

(vim.DirectPathProfileManager.DirectPathProfileInfo) [
(vim.DirectPathProfileManager.DirectPathProfileInfo) {

dynamicType = <unset>, Name
dynamicProperty = (vmodl.DynamicProperty) [], : » NVIDIA L4-4Q profile
id = 'LZYJZ1jfbn9%zSli2xwatXrvO7FICWh+z',

description - 'NEWIVGBUNBEOELIE Sn 1S MONNADEENECENNISSENSEOEIEN"

vendorName = 'NVidid’, !y | NVIDIAL4-2Q profile
deviceConfig = (vim.DirectPathProfileManager.VmiopDirectPathConfig)
dynamicType = <unset>, 3 NVIDIA L4-6Q profile

dynamicProperty = (vmodl.DynamicProperty) [],

vgpuProfile - ' NEGEENMREE' [esae o

Description T

DPP for L4-4Q profile
NEW wGPU Profile in 19.0 DPP
for L4-3B profile

DPP for L4-20 profile

DPP for L4-6Q profile
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DirectPath Profiles in VCF Python SDK

List profile usage per cluster

BEBVES = si.content.directPathProfileManager
R e = vim.DirectPathProfileManager.FilterSpec ()

s . names = "NEW --> NVIDIA L4-3B profile"
#vSphere Cluster

_ = si.content.viewManager si.content.rootFolder
[vim.ClusterComputeResource], True) #Itterate with loop to find desired cluster

#DPP Cluster

D s hs] = vim.DirectPathProfileManager.TargetCluster
5% Target Eriicy RN REEE e

#Target
BEFE = vim.DirectPathProfileManager.CapacityQueryByName

S . name = ETITTMSTE. names
BEEMIER - QueryDirectPathProfileCapaci ty (NI, NS

Output:

File "C:\Users\Tony\Documents\Explore2025\.venv\Lib\site-packages\pyVmomi\VmomiSupport.py", line
1169, in CheckField

raise TypeError ('For "$%$s" expected type %s, but got %s' %
(info.name, info.type. name , valType. name ))

TypeError: For "target" expected type vim.DirectPathProfileManager.TargetEntity, but got LazyType
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Other Functions to Explore

vGPU Monitoring
vMotion Stun Time
« VmDevicesStunTimeTolerated (PowerCLI / Python)

« https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/using-vmotion-to-migrate-vgpu-
virtual-machines.html

« https://developer.broadcom.com/xapis/vsphere-web-services-api/9.0/vim.vm.VMotionStunTimelnfo.html

PassthroughDrsAutomation
MixedSize vGPU

« https://developer.broadcom.com/xapis/vsphere-web-services-
api/9.0/vim.host.Graphicsinfo.VgpuMode.html?scrollString=mixedsized

« https://docs.nvidia.com/vgpu/sizing/virtual-workstation/latest/methodology.html

EXPLORE All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. #Vmwareexplore #CODEQT1 767LV
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Stay Connected El ool _,El
Let’s continue the conversation 1”'

Follow me: X @wonder_nerd
Bluesky @wondernerd.net

LinkedIn.com/in/wondernerd
Wondernerd.net

Visit my website @ wondernerd.net

Meet me at the VMware {code} Hackathon
tonight at 19:00 to 23:55
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